An Investigation of Citizen ICT Safety and Security Awareness
“CIT-AWARE”
The goal of this project is to perform an in-depth investigation of the level of awareness of critical ICT security
issues among Danish citizens, in order to expose areas at which new technical efforts or attempts to increase
people’s understanding of what constitutes secure and insecure use of ICT facilities particularly need to be
targeted.

1. Background
A recent survey for the ICT and Telecommunications board indicates that while the level of ICT penetration in
the Danish population is high, the level of ICT safety and security awareness is low. In their survey conducted in
2005, Parkegaard & Kristensen [10] concluded that this low level of awareness should be a cause for concern. A
Nordic survey, SAFT 2003 [5], of parents’ use of the Internet and their attitudes to their children’s use of it
showed similarly that, while Denmark had the highest penetration of Internet use in the Scandinavian countries,
the level of ICT safety awareness among parents was the lowest. A primary reason for this was the positive
attitude of Danes to the benefits of the Internet, which underplayed the potential hazards. It was also apparent
from the survey that Danish parents are the least motivated towards the use of filtering for regulating children’s
access to Internet content, as they regard filtering as authoritarian, and would prefer informed choice-making.
Attitudes such as these have a marked influence on how the task of improving citizen ICT safety and security
should be approached.
Unfortunately, although several attempts at collecting up statistical material about people’s attitudes, knowledge
of IT safety and security issues, use of appropriate equipment and/or software and so on have been made,
much of this work has focussed on isolated aspects of ICT safety and security, and there seems still to be no
reliable overall picture of the Danish population, nor even of various “critical groups” who might a priori be
considered to be specially at risk.
A significant problem is that it is not easy to investigate people’s attitudes and behaviour patterns in relation to
complex technological matters such as ICT security, since there is a real risk that the respondents in a survey
simply do not understand the questions put to them. The design of a reliable survey covering large segments of
the Danish population is therefore a considerable challenge, which we believe can only be met by developing
methods that include media-rich types of representation, such as animations and simulations, in the
questionnaires, in order to provide the respondents with an experience they may respond to through interactivity
and choice-making based on real-life scenarios. This approach will provide data that goes beyond the limitations
of a more traditional questionnaire. We will develop this new methodological approach in order to ensure better
understanding of the research issues with the respondents. Since this is a new approach within this area of
research, there are no previous results on the exact implications of this method, but there are a number of
results from educational research which indicate that animations used carefully with interactivity may facilitate
conveying conceptual information and causal relations [13].

Most previous attempts to survey the Danish population’s attitudes to ICT safety and security have been based
either on the simple collection of statistical material (such as the number of items of protective software sold) or
on the use of what are essentially questionnaires, either intended for the respondent to fill in, or read out to the
respondent in the course of a telephone interview. Very little attempt seems to have been made to discover the
depth of the respondents’ understanding, and such surveys can therefore be regarded with a certain degree of
mistrust. Often there is a low level of response from participants using text-based questionnaires, while the use
of visuals, animations and simulations in the questionnaire tends to lead to a greater motivation to participate in
the survey.
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In order to explore the fundamental assumptions and concepts about ICT safety and security awareness we will
make use of a research design which incorporates both qualitative and quantitative methods, combining focusgroup interviews and individual qualitative research interviews with computer-assisted surveys in a mixed
method approach. We will work with a sequential mixed method sampling. In the qualitative part of the study we
shall use a purposive sampling, in order to identify the most pertinent issues to explore in the quantitative part of
the investigation.

2. Research Plan
The main aim of this programme of research is to determine the current level of knowledge about and attitudes
to safety and security issues in the use of ICT facilities. However, awareness issues may be specific to sociocultural contexts and groupings, and it is therefore important to define both the issues and the target groups, in
order to be able to develop new ways of improving the situation.
Because of the recognised weaknesses in questionnaire-based surveys on complex technical subjects, which
may be ascribed to the difficulty of designing appropriate questions to expose technical awareness issues, we
shall take a progressive approach, involving an initial qualitative exploration of the users’ concepts of safety and
security issues, in order to qualify the final questionnaire-based survey in terms of content and design.

Phase one: Initial Survey
The first phase of the project will be to survey current approaches to the issues of ICT safety and security, and to
collect pertinent information from other, international investigations. Furthermore it will involve a closer look at
the safety and security awareness material available in Denmark at the present moment, including recent
national internet safety campaigns, such as that described on
http://www.danmark.dk/portal/page/pr04/DANMARK_DK/Forside/itborger/it_sikkerhed, and educational materials
produced within the safety awareness network SAFT, supported by the EU.
The project partners intend to exploit their contacts to Nordic and other European institutions, in order to build up
a picture of the current state of the art in Europe and (to the extent possible within budgetary limits) elsewhere.
The aim of this phase is to establish a suitable foundation for performing a survey of the situation in Denmark in
the two following phases of the proposed project. This involves not only collecting and comparing the bare
statistical information about what citizens know and do in various countries and social groupings, but also
collecting information about how this information was collected from the respondents in the various surveys, so
that we can plan suitable ways of carrying out our own surveys.
Since this latter type of information is not always readily available, we envisage that this phase of the project will
not only involve searching the literature and requisitioning reports, but will also require personal interviews with
key persons who are (or have been) involved in relevant projects, so that this phase will involve a considerable
amount of travelling. The phase is expected to occupy months 1-6 of the project period, and will terminate at a
milestone where a report covering current knowledge about attitudes and current practice is available.

Phase two: qualitative survey
The second phase of the project will be to conduct qualitative studies of selected groups and individuals in order
to identify existing concepts of safety and security awareness amongst ICT users.
Initially a series of five focus-group interviews will be carried out in different regions of Denmark, in order to
explore concepts of safety and security amongst users in different socio-cultural contexts.
Based on the themes that have emerged in the focus-group interviews an interview guide will be developed and
a purposive sampling of informants will be performed in order to carry out the qualitative interviews with 30
informants.
Personal interviews are extremely expensive and work-intensive operations. Such interviews will therefore only
be carried out with a small number of respondents (about 5-6 from each critical group). With such small sample

2

sizes, only qualitative results can be expected. But with a carefully designed interview scheme, they may
nevertheless give very important information, in particular about the reliability of the other parts of the
investigation.
The interviews will be conducted in the homes or workplaces of the informants using a mobile usability lab, and
will use examples of real-life critical security situations in order to elicit immediate responses from the informants,
that can be triangulated with their reflections about the situations drawing on experimental reception methods
[1,8]. These critical situations will subsequently be developed into interactive animations and simulations [11]
that can be used in the third phase of the project. However, interactive animations are expensive to develop, and
in this project we expect only to have resources to implement a small number of them, in order to demonstrate
the principles involved. These will be carefully selected to illustrate particularly critical situations. We intend to
apply for further funding from other sources, in order to extend the repertoire of situations which are covered.
The participants will be sampled and the interviews will be analysed according to principles of Grounded
Research proposed by Glaser & Strauss [3], in order to generate conceptual insights.
This phase of the project is expected to occupy months 7-18 of the project period, terminating with a milestone
where specific issues which need to be faced, if the general level of ICT safety and security is to be improved,
have been identified.

Phase three: Quantitative survey
Based on the findings in phase two, a quantitative on-line survey will be designed to explore the key-issues with
a larger group of respondents. The survey will be designed as a combination of a traditional text-based
questionnaire with interactive sequences, in order to elicit more reliable responses from the respondents, as they
are made to respond to simulated real-life situations.
The quantitative survey will be carried out in a close collaboration between all the partners, where TDC will
mediate access to information which can be used to contact appropriate groups of Internet users. Statistical
services for use in the investigation will be made available by DTU, who are experienced consultants in the area
of statistical surveys. A considerable effort in this phase will go into the design of the actual questionnaires to be
used; for this purpose, the knowledge accumulated in phases 1 and 2 will be exploited as far as possible. New
methods for representations will be developed in the media-rich on-line questionnaire involving animations and
simulations, and mind-mapping techniques will be used in order to collect up and structure the concepts
employed by the users. By comparing the way in which users relate these concepts with an ontology based on
standard safety and security concepts, using the principles followed in [12], we hope to be able to produce
recommendations for efficient future strategies for raising safety and security awareness.
The general survey of the population will be performed on an unstratified sample of at least 2500 users,
randomly chosen from the population, as in most large-scale statistical investigations of the Danish population. A
separate survey of the supposedly critical groups will be carried out by approaching members of such groups via
the Internet with an offer to take part in a survey of knowledge and behaviour. . The critical groups are those
which a priori might be expected to be at risk, such as:
• Children and young persons still under education,
• Elderly people,
• Office workers with no IT training,
• Housewives at home with no current connection to the labour market,
• SMEs with modest resources available for IT security training.
For such selected groups, a group size of 250 active respondents is considered sufficient.
This phase of the project is expected to occupy months 18-24 of the project period, terminating at a milestone
where the general level of safety and security awareness has been established and three or four critical groups
of users have been investigated in some detail.
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Phase four: Final report and coordination
The last phase of the project will focus on the final analysis and presentation of the results accumulated during
the first three phases. Because of the mixture of qualitative and quantitative data which will be collected, at least
six months will be required. During this phase, we also hope to be able to coordinate our work with that carried
out in other projects within the Citizens IT-security research programme. The plans for this coordination will have
to be discussed in more detail when descriptions of the other projects have been made available.

ORGANISATIONAL ISSUES
1. Project Partners and their Contributions
Informatics & Mathematical Modelling, DTU (IMM)
The Informatics and Mathematical Modelling department (IMM) at the Technical University of Denmark conducts
research and teaching in the areas of Computer Science and Applied Mathematics. Through its Safe and Secure
IT Systems group, IMM has a strong presence in the area of IT Security, and is involved in a number of national
and international projects in this area. The main participant will be Associate Professor Robin Sharp from this
group, together with a one or more research assistants funded by the project. IMM will lead the project and will
actively participate in the design, execution and analysis of the questionnaire-based surveys and interviews.

Danmarks Pædagogiske Universitet (DPU)
The Danish University of Education (DPU) has designated research in ICT and Learning as one of its priority
areas, and is involved with a number of national and international projects in this field. Associate Professor Lisa
Gjedde from the Department of Curriculum Research will be the main participant from DPU, together with
Associate Professor Leif Gredsted. In the proposed project, DPU will contribute with research into the design,
execution and analysis of the qualitative interviews and the questionnaire-based surveys.

DK•CERT
DK•CERT regularly works as a partner and supplier in national and international research and development
projects related to topics in IT Security and disseminates information about security issues within Denmark. In
the proposed project, DK•CERT will contribute with research and data on IT security, research into methods for
dissemination, and identification of relevant problem areas. The main participants will be chief consultant Preben
Andersen and project manager Helle Meldgaard.

TDC
TDC is a large concern with interests throughout the telecommunications industry. In the proposed project, TDC
will, in their capacity as Internet Service Provider, mediate access to selected groups of Internet users and
provide a technical framework within which the consortium can evaluate the results. The principal participant
from TDC will be Iraj Bastar, who is responsible for IT security in TDC’s division for private customers.
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2. Project Management
The project will be managed by a management group with one representative from each partner. The
management group will meet regularly to discuss progress and possible re-allocation of resources. It should be
noted that certain sums of money for common activities for the consortium as a whole have in this application
been arbitrarily allocated to DTU. The management group will allocate these sums to cover concrete activities as
the need arises.

3. Expected Collaboration resulting from the Project
The constellation of a collaboration between the Danish Technical University with the Danish University of
Education and DK•CERT in an ICT safety and security awareness project is unique, and the project is expected
to impact and enhance the research environments for security awareness that will reach beyond the project and
have international interest.
The consortium has good contacts to Danish ISPs, of which TDC will actively participate in the project. The
consortium expects via the proposed project to contribute to the planned “Citizens CERT”, a collaborative effort
involving ISPs, large Danish IT companies and financial institutions, with a view to disseminating knowledge
about IT safety and security. The Trade and Industry Committee under the Nordic Council of Ministers is
similarly interested in establishing a collaboration to create a model for training citizens of the Nordic countries in
IT security.
Through DK•CERT, the consortium has connections to the European Network and Information Security Agency,
ENISA, and to the other national CERT organisations in Europe. The European Awareness Node Denmark has
also expressed interest in a network of collaboration.

4. Research Training
The proposed project contains no elements of formalised research training for Ph.D. students or post docs., but
we expect to employ a number of research assistants who will be encouraged to take part in relevant courses at
the Ph.D. level.

5. Dissemination of results
The consortium will disseminate the results and present the interim findings at an annual seminar.
The results will also be published in internationally recognised journals and conference proceedings, and will be
made available for raising the standards of ICT safety and security awareness nationally and internationally. It is
expected that DTU, DK•CERT and UNI•C will implement the findings in their teaching and dissemination
strategies and that this will affect users on all levels of the Danish educational system.
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6. Project GANTT chart (project period: 1/1 2007 – 1/7 2009.)

7. Innovation
In the course of the project, the partners expect to produce a number of user survey tools which incorporate
interactive emulation of real-life situations. These tools may contain innovative elements of commercial value.
The right of ownership to IPR accrues to the party who has generated the relevant IPR. If several Parties have
jointly generated IPR, the right to such knowledge accrues to each of them in proportion to the intellectual
property contribution made by the individual Party. During the term of the Research Project, the Parties shall
have a mutual, royalty-free, non-exclusive licence to use one another's IPR for research purposes within the
scope of the Research Project. This non-exclusive licence shall neither constitute a right to commercial
exploitation of such Foreground Knowledge nor a right to issue sub-licences to third parties. This non-exclusive
licence shall lapse without further notice once the Research Project has been completed.
In the event that one of the partners decides to license, assign or otherwise commercially dispose of the rights to
the IPR generated by them under this Research Project, that partner shall be obligated to make an initial offer in
writing to the partner in the Research Project on an arm's length basis ("Rights Option")

8. Legal issues
The consortium will adhere to the provisions of the Danish “Act on Processing of Personal Data” (Act 429 of 31
May 2000) where this applies to the collection and processing of data for this project.
There are no known health issues, environmental issues or ethical difficulties arising from the proposed project.
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